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Abstract:  
The web or Information Technology is very popular in india now a days it is growing very rapidly. 

Every technology have merit and demerit. its use depend on the person and society attitude .today 

life is impossible without use of Internet & and other technology. internet technology have many 

disadvantage such as cyber crime . cyber-crime is any against the law activity which is dedicated 

by using a computer network Also, cyber-crime includes the break down of privacy, or harm to the 

computer system properties such as data files, internet pages or Software In India almost all of 

cyber-crime conditions are dedicated by informed person (some cyber - criminal offenses requires 

skills). So, it is necessary the deep understanding of the cyber -criminal offense and it prevention. 

Also, in India almost all of the circumstances found where, offences are committed credited to 

insufficient knowledge or in error. In this paper, I have talked about various categories and 

instances of cyber-crime which is dedicated due to insufficient knowledge. 
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Introduction:  
Computer and internet connection crime rate 

is growing fast, Since the Internet is now very 

close to the society and from such crimes the 

entire economy may collapse. India is rapidly 

changing trends in the world of cyber crime. 

With the changing trend of cyber crime in the 

country, 180 policemen were trained in the 

police headquarters.  
The Electronic and Information Technology 

Ministry, Data Security Services and 

Chhattisgarh police conducted a two-day 

awareness workshop on cyber crime where 

police were informed about cyber fraud which 

is on rise worldwide.  
According to experts, most of these crimes are 

not the handiworks of a single person, but 

behind there are organized gangs which 

operate. Criminals siphon off millions of 

dollars by hacking into peoples bank 

accounts.  
Some recent examples of cyber crime:  
The country's new cyber security breach case 

came to light. Hackers hacked NSG (National 

Security Guard) website and commented 

against Prime Minister and India. Pakistani 

 
 
 
 
hackers were being suspected. Hackers 

described themselves as Elon injector. After 

that the website was hacked and blocked.  
- UK hackers hacked the website of prison 

inmates and changed their data. Several 

prisoners were freed prematurely.  
- Similarly, the largest banking fraud occurred 

in Bangladesh. The hackers changed the 

direction of the cash transaction. The money 

was redirected from Bangladesh to Philippines 

and Sri Lanka. 

- There is increasingly difficult to know what 
 
is in the information that is right and what is 

wrong. Everyone so much time, resources and 

patience that he does not have to investigate 

every reported. The Internet has led to a flood 

of lies. Unknowingly you lie and we are 

encouraging the spread of false information is 

called Internet Hawks. It is mix of truth and 

lies, the lie may seem like the truth. Some 

recent examples have occurred as a picture 

viral on the Internet, claiming that it was the 

night of Diwali in India is a picture taken from 

space. Basically it was a fake picture, which 

has been going on for years. Picture of a man. 
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who swallowed alive dragon, or the lie of 11 

children born to a woman for all Internet 

Hawks appear here were very viral 

-In the tweets social networking messenger 

app Telegram link was shared .Moreover, after 

the third tweet PTI Twitter account profile 

photo was changed. The new profile picture 

displayed Iran crack security team.  
- Cyber thugs threatened, a woman in 

Jabalpur, Madhya Pradesh, to put her 

pictures in the porn website and demanded Rs 

2 crore. The woman was asked to give money 

through Bit coins. According to the sources 

the mail was sent from the Philippines.  
- A woman was arrested in Pune who sexually 

abused girls who lived in neighbourhood. 

According to reports, the women allegedly 

showed the girls mobile porn. The case was 

reported from Dandekar Bridge Pune where 

the women used to call the minor girls. All the 

girls were reported as 14 years old. 

 
- A 23-year-old IT professional has been arrested in 
connection with hacking accounts of frequent flyer 
accounts of Air India. He used to book tickets 
through this account and sell them to travel 
agents.The accused has been arrested from Jaipur. 
According to the police, Cyber Crime Cell of the 
Economic Offenses Wing of Delhi Police had 
received a complaint saying that some people are 
selling Air India tickets and for this, they will 
frequently send accounts of passengers traveling 
on the Air India domain Used to hack and book 
tickets. 
   
About 50% of people suffering from cyber 

crime and lose money: Survey  
More than 52 percent Victims of cyber crime 

suffered at the hands of cyber criminals and 

lost their money. Only few people were able to 

recover a small percentage, others do not get 

anything back. Kasperski lab said online 

financial risk is increasing against consumers 

in many forms and ways. People have lost 

billions annually due to identity theft, fraud 

and hacking.  
Russia's cyber security firm also said that 

many of these cases are not reported. Internet 

users lose an average of $ 476 in each attack 

and the survey result showed 1 out of 10 

participants said that they have lost more 

than $5000.  
Kasperski Lab's anti-malware research team 

said Vyacheslav Jakorxavski cyber criminals 

exploiting and cheating consumers constantly 

by seeking new ways. And that is why it is 

According to a report in a month of 2015, 

cyber criminals targeted over 100 banks 

globally and extracted billion dollars. A part of 

the digital world is highly sensitive in terms of 

security because sometime back the U.S. 

defence establishment Pentagon’s most secure 

computers too were endangered and sensitive 

data has been stolen. 

 
Conclusion  
It really is cleared from prior studies and, 

information, data, documents, files, details 

that with the increment in technology 

cybercrimes raises. Skilled and Trained 

people execute criminal more so, there is 

certainly need to know about guidelines and 

computer ethics for his or her because of 

their use in proper manner. Cybercrime and 

hacking is not heading away, if anything it 

gets stronger. By learning past incidents, we 

can study from them and use that 

information to avoid future criminal and 

offenses. Cyber law should change and 

advance as quickly as hackers do if it has 

any expectations of controlling cybercrime. 

Law must find a balance between protecting 

residents, people or individuals from criminal 

, and infringing on the rights. The best thing 

about the internet is how huge and free it is. 

Might it be able to stay and continue to be 

the same manner while becoming tougher on 

crooks? Only time will inform. There will be 

new and unpredicted challenges to remain 

before cyber crooks and cyber terrorists but 

we can earn only through collaboration and 

cooperation of both individuals and 

authorities|. There is a lot we can do to 

ensure a safe, secure and trusted computing 

environment. It is very important not and 

then our nationwide sense of well-being, but 

also to your nationwide security and overall 

economy. until now India has used a great 

deal of steps to avoid cybercrime however the 

cyber legislation cannot to be static, it must 

change with the changing time. 
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